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A critical self-assessment framework for IT managers, networlk
teams, and businesses planning infrastructure changes,

technology adoption, or compliance preparation.
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// INTRODUCTION

O HOW TO USE THIS CHECKLIST

This checklist is designed for IT managers, operations teams, and business leaders who want to understand the true state of their

network before embarking on a change programme, preparing for compliance, or responding to recurring operational problems.

Each item reflects the critical thinking RUPE Networks applies to every engagement, These are not theoretical best practices — they
are the checks that prevent real outages, failed technology deployments, and costly remediation projects. A gap in this list is a gap

in your operational resilience.

2 ®© &

WHO IS THIS FOR? WHEN TO USE IT FEWW e WSS [AF
IT managers, network leads, and technical Pre-project (SD-WAN, cloud migration, Work through each section. Mark items as
decision-makers evaluating infrastructure office move), new IT appointment, Cyber complete, partial, or outstanding. Use
health or planning a technology Essentials preparation, or scheduled priority badges to sequence your
programme. infrastructure review. remediation effort.

crRITICAL | Active risk — address immediately [ w1ex | Important — plan within 90 days

sTANDARD = Best practice — address within 6 months

/\ COMMON FINDING: Most businesses discover their largest risks aren't in the security section - they're in monitoring,
documentation, and operational readiness. These are the gaps that turn manageable faults into major outages.

The eight sections mirror the areas RUPE Networks evaluates in a formal infrastructure assessment, A "yes" on everything is rarely the
starting point — the value is understanding where the gaps are, why they exist, and which carry the most operational risk.

[:] RUPE NETWORKS: If you identify gaps you can't address internally - whether that's an infrastructure audit,
remediation planning, or a full deployment project — we provide hands-on network engineering consultancy with no
retainer requirement. Engage for one project or many.
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// SECTION 81

3 DOCUMENTRARTION & INVENTORY

The first question in any network assessment isn't technical — it's whether the documentation reflects reality. In most

environments, the honest answer is somewhere between "partially" and "not really." This section establishes your

documentation baseline.

Current topology diagram exists and reflects actual L2/L3 state

IP address management (IPAM) documented and current

VLAN register complete — name, purpose, and subnet per VLAN

Configuration backups exist for all managed network devices

Physical cabling records and patch schedule maintained

As-built documentation updated after every infrastructure change

ISP circuit IDs, SLAs, and support contacts documented

DNS and DHCP architecture documented

E] RUPE NETWORKS: We routinely inherit environments where topology diagrams are
of date. Our assessments produce current, accurate as-built documentation as

networks.co.uk

CRITICAL

HIGH

HIGH

CRITICAL

STANDARD

HIGH

HIGH

STANDARD

multiple infrastructure generations out

a deliverable - not a byproduct. rupe-
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// SECTION 82

& HARDWARE & FIRMWARE RUDIT

Firmware gaps are not cosmetic, Vendors release security patches alongside feature updates — a switch running firmware from
2021 is missing several years of CVE fixes. EOL hardware in production is an unmanaged risk, not a budget decision.

Full hardware inventory exists — make, model, serial, location, role CRITICAL
Firmware versions recorded and compared against vendor current release CRITICAL
EOL and EOS dates recorded for all devices HIGH
EOL and EOS hardware is in a documented replacement plan HIGH
No consumer-grade equipment deployed in production roles CRITICAL
Warranty status known for all critical devices STANDARD
Planned firmware update schedule defined and tested HIGH

é} COMMON FINDING: In most SMB assessments, at least one device is end-of-support — most commonly wireless access points
or access layer switches that have been quietly running since the original site fit-out. These are often unknown
risks because nobody checked.
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// SECTION 83

O SECURITY POSTURE

Security findings in network audits are rarely sophisticated. They're defaults that were never changed — community strings left

as "public," management interfaces reachable from user VLANSs, firewall rules that haven't been reviewed since the original

deployment,

Default credentials eliminated on all managed devices

SNMP community strings changed or SNMPv1/v2c disabled

Unused switch ports administratively disabled

Device management interfaces access-controlled to management VLAN

Firewall policies reviewed within the last 12 months

VPN encryption — no deprecated ciphers in use

Guest wireless isolated from corporate infrastructure

Remote access assessed — MFA enforced on all remote entry points

Cyber Essentials controls assessed against current network state

CRITICAL

CRITICAL

HIGH

CRITICAL

HIGH

HIGH

CRITICAL

CRITICAL

STANDARD
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// SECTION 84

O SD-WAN READINESS ASSESSMENT

SD-WAN is a significant capability shift — not just a product swap. The companies that get the most from SD-WAN deployments
are those that understand their application requirements, underlay quality, and skill gaps before they commit to a platform.

Current WAN topology documented — circuits, carriers, speeds, and costs CRITICAL
Application requirements profiled — latency, jitter, and bandwidth per app CRITICAL
Underlay circuit quality measured — packet loss, jitter, and latency baselined HIGH
Failover requirements defined — RTO and RPO for each site HIGH
Existing edge hardware assessed — SD-WAN capable or replacement required? HIGH
Management platform and licensing costs factored into budget HIGH
Internal team skills assessed — SD-WAN administration capabilities evaluated HIGH
Failover and SLA health checks tested before handover CRITICAL

£3 RUPE NETWORKS: We design and deploy SD-WAN solutions using Fortinet and Alcatel-Lucent Enterprise platforms. We scope

the underlay, design the overlay, and test failover - before and after handover. No vendor lock-in.
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// SECTION 85

A PHYSICAL LAYER & CABLING

Physical layer problems are the most underestimated source of intermittent network faults, Marginal cable runs, uncertified

cabling, and overloaded comms rooms cause faults that are difficult to diagnose, expensive to fix, and entirely preventable.

Structured cabling installed to minimum Cat5e / Caté standard

Cabling tested and certified with test results retained

All cables labelled consistently at both ends

Cable management in place — no unmanaged bundles or cable droops

UPS in place for all network equipment in comms rooms

UPS battery health tested and replacement schedule in place

Comms room temperature and humidity within acceptable range

Fibre runs documented — type, length, connector standard

HIGH

HIGH

STANDARD

STANDARD

CRITICAL

HIGH

HIGH

STANDARD
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SECTION 86 - OFTEN THE BIGGEST GAP

NETWORK MONITORING & NMS

An unmonitored network is a network you're operating blind. This section goes beyond "is an NMS in place" — it examines

whether monitoring is comprehensive, alerts are actionable, and the team actually responds when something surfaces.

NMS platform deployed — all devices discovered and polled

Interface up/down alerting configured for all critical links

Bandwidth utilisation trending captured per interface

Interface error counters monitored — CRC errors, discards, input errors

CPU and memory thresholds configured on routers, switches, and firewalls

Syslog collection configured — all devices forwarding to a central repository

SNMP trap receivers configured — devices sending traps to NMS

Alert escalation path defined — who gets notified, in what order, by what method

Out-of-hours alerting coverage defined and tested

CRITICAL

CRITICAL

HIGH

HIGH

HIGH

CRITICAL

STANDARD

CRITICAL

CRITICAL
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// SECTION @6 - CONTINUED

@ MONITORING & NMS — ADVANCED CHECKS

Beyond basic up/down monitoring, a mature NMS implementation provides traffic visibility, proactive capacity data, and a

process for acting on what it surfaces — not just an inbox full of unreviewed alerts.

Alert fatigue assessed — all active alerts are actionable

Maintenance windows handled in NMS — alert suppression during planned work

NetFlow or sFlow configured for traffic visibility and anomaly detection

WAN circuit SLA reporting available — loss, latency, and jitter tracked

NMS itself is monitored — "who watches the watcher?"

NMS credentials reviewed — access is least-privilege and documented

Wireless client density and RSSI monitoring in place

é} COMMON FINDING: "We have PRTG but nobody checks it" is the most common monitoring answer in SMB assessments.

HIGH

STANDARD

STANDARD

HIGH

HIGH

HIGH

STANDARD

An NMS

that's installed but unreviewed is not monitoring — it's a dashboard no-one looks at. The process matters as much as

the tool.

E] RUPE NETWORKS: We design and implement NMS platforms tailored to your environment — from initial device discovery

through alert tuning, escalation path configuration, and team handover. A monitoring platform built by us is built to

be used, not inherited.
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SECTIONS ©87 & 08

PERFORMANCE, CAPARCITY & OPERATIONS

Performance issues in SMB networks are rarely about headline bandwidth - they're about mismatches between what's

deployed and what's needed. Operational readiness determines whether infrastructure problems stay manageable or become

incidents.

PERFORMANCE & CAPACITY

Uplink utilisation baselined during peak hours

Internet circuit headroom assessed — current average vs. contracted capacity

Speed mismatches identified — gigabit-capable devices on 100Mbps ports

QoS configured end-to-end for voice and video traffic

Wi-Fi coverage validated — RSSI above -72dBm across all working areas

OPERATIONAL READINESS

Change management process defined — all changes logged with rollback plan

Runbooks exist for common operational tasks and failure scenarios

DR/BCP network recovery procedure documented and tested

Skills and knowledge dependencies assessed — single points of human failure identified

HIGH

HIGH

STANDARD

HIGH

STANDARD

CRITICAL

HIGH

HIGH

HIGH
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// WHAT HAPPENS NEXT
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(¥ YOU'VE IDENTIFIED GAPS. NOW WHAT?

Most organisations that complete this checklist identify between three and eight significant gaps. Some are straightforward to

close internally. Others — particularly around monitoring architecture, SD-WAN design, or security hardening — benefit from

specialist input to get right first time.

RUPE Networks provides network engineering consultancy to UK businesses. We work on specific engagements — no retainer, no

lock-in. Whether that's a one-day infrastructure assessment, a full SD-WAN deployment, or NMS architecture and implementation,

we engage at the level you need.

NETWHRK RSSESSMIENAF

Infrastructure audit covering documentation, hardware, security,
and operational readiness. Findings report with prioritised
remediation recommendations.

NIMIS FEIRERITTEETURE

Monitoring platform design, deployment, and tuning. Interface
monitoring, alerting, syslog, and flow analysis configured for your
environment.

SMART HANDOS

On-site rack and stack, cabling, and equipment commissioning
across the UK. Structured cabling installation and certification.

WEPBSITE EMATL

rupe-networks.co.uk contact@rupe-networks.co.uk

Sig=WIEIN QESIEN & [OERILEN

End-to-end SB-WAN projects using Fortinet and Alcatel-Lucent
Enterprise. Underlay assessment, overlay design, deployment, and
handover.

SECURITY HARDENING

Firewall policy review, segmentation assessment, Cyber Essentials
preparation, and access control remediation. FortiGate-certified
engineers.

SUBCONTRACT RESOURCE

White-label network engineering for MSPs, IT teams, and partners.
Skilled engineers available for projects requiring specialist network
expertise.

PHONE

020 3011 4490

RUPE Networks Limited is a UK-based network engineering consultancy providing specialist infrastructure services to businesses

across the UK. Certified in Fortinet, Alcatel-Lucent Enterprise,

retainer or minimum commitment required.

@ 2826 RUPE Networks Limited A1l rights reserved

and Cisco technologies. All engagements are project-based — no
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